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Good morning, Mr. Chairman.

My nameis Stephen Flynn. | am a Senior Fellow with the Nationa Security Studies Program
at the Council on Foreign Rdlations. | am also a Commander in the U.S. Coast Guard and a
professor at the U.S. Coast Guard Academy. Since 1999, | have been conducting research at the
Council that has been examining in large part the security weaknesses associated with the system of
intermodd transportation that is so indigpensable to supportting globa trade and travel. That project
has afforded me the opportunity to conduct field visits within mgor segports throughout the United
States, in Montred, Rotterdam, Hong Kong, and Kingston, Jamaica.

It is privilege for me to be here today to testify on the state of segport security since the tragic
events of September 11 and to outline my viewson S. 1214, the Port and Maritime Security Act. In
my testimony, | hope to convey two things. Firg, | will add my voice to those of the other witnesses
in vaidating the overdue government attention and resources now being given to the critica issue of
segport and maritime transportation security. Second, | will make the case for doing what ever can
be done to bolgter the internationa and intermoda dimensions of this historic piece of legidation.

Mr. Chairman, | worry that as you pursue thisimportant agenda to advance port and maritime
Security you are racing againgt a return to complacency. Rather than recognizing September 11 asa
harbinger of how warfare will be waged in the 213 Century, it appears that many Americans are
choosing to see it as an aberrant event where, thanks to our impressive counter-terrorist operations
oversess, we soon will be largely freeto return to our “normd” lives here & home. | hold just the
opposite view. | would argue that we are a greater risk precisely because of the example of the
catastrophic terrorists acts of September 11.  The Al Qeadaterrorists who leveled the twin towers
and dashed open the Pentagon made it ook easy. Also, nineteen men widding box-cutters ended up
accomplishing what no adversary of the world’ s sole superpower could ever have aspired to: the
successful blockade of the U.S. economy that resulted from the rush by federa authorities to close
U.S. airgpace, shut down the nation' s segports, and low truck, car, and pedestrian traffic across the
land borders with Canada and Mexico to atrickle. They achieved avery big bang for avery smal
buck! We should expect that America s adversaries have watched and learned.

Americans need to come to grip with threeredities. Firg, thereis military vaueto engaging in
acts of catastrophic terrorism. It isnot smply about killing people in large numbers or toppling
buildings. It isabout generating the collatera societal and economic disruption associated with these
attacks, thereby weakening the power of the targeted Sate, and creating a substantia incentive for it
to reassessits policies. Disruption isthe military objective, not corpses and rubble.

Second, for the foreseesble future, there will be anti-American terroristis with globa reach,
capable of carrying out catastrophic attacks on U.S. soil, including the use of chemica and biologica
weapons.  Regardless of our current effortsto roll up the Al Qeada network, placeswill aways exist
for terrorists to hide, especialy before they have committed widespread atrocities, and new
adversarieswill eventudly ariseto fill the shoes of those who have perished. Aswith thewar on
drugs, calsfor “going to the source’” may sound good in theory, but it will proveillusve in practice.
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Terrorism expert David Long suggests a compelling andogy when he assarts “terrorism is like the
flu—there will dways be a new grain each season.”

Third, many of America s adversaries will find catastrophic terrorism to be their most
attractive military option precisaly because of the complete dominance the United States possesses
across the conventiona spectrum of force. If anyone thinks they can succeed in a pitch battle against
U.S. armed forces, they should check with the Iragi Republican Guard or the Taliban army. The only
rationa option for the adversaries of the world' s sole superpower isto conduct asymmetric warfare.
And the mogt attractive asymmetric targets are the civil and economic dements of power precisdy
because they are the red basisfor U.S. power and they are presently largely unprotected.

As| survey the menu of tempting targets againgt which to conduct a catastrophic terrorist act,
| find our segports and the intermodal transportation system among the mogt attractive. First, because
we start from such alow security basdline as documented by the report of the Interagency
Commission on Crime and Security in U.S. Ports that helped spawn S.1214. |nadequate security in
our segportsisnot Smply aresult of benign neglect in the face of what was perceived to be alow
threat. 1t isadso the cumulative result of what | would cdl, “mdign neglect.” Many in the maritime
transportation industry, struggling in the face of competitive pressures for greeter efficiencies and
lower codts, actively resisted expenditures on security that would erode their dready razor-thin profit
margins. Prior to September 11, the genera neglect of Americal s segports, both in terms of
investment in public resources and attention from cash-strapped agencies like the Coast Guard and
U.S. Cugtoms, trandated into a maritime front door that was virtudly wide-open. Despite
extraordinary efforts made by federd, state, and loca officias snce 9-11, things are now only
margindly better. Segports remain the only internationa boundaries that receive no federd fundsfor
security infrastructure—something the Hollings bill properly amsto correct.

Thefact that grester vigilance within our segports has not trandated into much in the way of
additional security isareflection of the second reason why | believe segports like Charleston make
attractive targets—ports are part of agloba transportation network that can be compromised at the
weekest link within that network. Charleston is the fourth largest container port in the United States.
More than 40 steamship lines carry U.S. trade between Charleston and 140 countries around the
world. 1.5 million containers moved through this port last year that originated from loading docks of
tens of thousands of factories or freight forwarders from every continent. At a cost of $1500-$3000,
amulti-ton container can be shipped to practicaly anywhere on the planet. There are no security
standards associated with loading a container. Thereis no requirement that a container be accounted
for asit moves from its point of origin, to the port of embarkation. There are not even any agreed
upon security guiddines, though there was a discussion begun last week at the Internationd Maritime
Organization to begin to tackle that issue. What thistrandates into is that there are ample
opportunities for aterrorist or acrimina to compromise freight shipments destined for U.S. ports.
Drugs, ams, and migrant traffickers have been doing this for years.

In short, segports make great targets because you can essentidly launch an attack from a
factory, afreight forwarder, or virtualy anywhere within the intermoda transportation system, far from
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our shores. If the Port of Charleston were to be targeted by aterrorist, there would be plenty of
places to hide a wegpon among the 12 million tons of cargo, loaded and unloaded in the terminals
herein 2001. An adversary could invest in a GPS transponder and track the box' s location by
satellite and st it off using aremote control. Or he might ingtdl atriggering devise that would set the
wegpon off if the door of the container were opened for examination.

That brings me to my third reason to worry about the vulnerability of the segports and the
intermodal transportation system. If a container were to be used as a poor man' s missle and it was
st off in a segport, the inevitable fallout would be to generate concern about the 11.5 million other
containersthat arrived in the United States last year. How would we know they were bomb free?
The answer right now is that we couldnit redly say one way or the other with any real confidence,
unless we opened and ingpected them dl. With more than 90 percent of dl transoceanic genera
cargo being shipped in containers to and from the United States, opping and examining every
container would trandate into grinding global commerceto ahdt. It would make the disruption
caused by the anthrax mailings look like aminor nuisance by comparison. When the mail serviceto
Washington was compromised, we switched to usng more e-mails, faxes, and FEDEX. If we have
to do a security scrub of the intermoda transportation system, there is virtudly no dternatively to a
box for moving freight. Within day, factorieswould goidle. Asthe world’ sleading importer and
exporter, most of the world’ s economies would share our pain.

Expressed succinctly, segports and the intermodal transportation system are America's
AchillesHed. Thisfact hasthree very important implications for the subject of today’ s hearing on the
vulnerability of U.S. segports and how the government is structured to the safeguard them:

(1) Seaports cannot be separated from the internationa transport system to which they belong. Ports
are in essence nodesin a network where cargo is loaded on or unloaded from one mode—a ship—to
or from other modes—trucks, trains, and, on occasion, planes. Therefore, segport security must
away's be pursued againgt the context of transportation security. In other words, efforts to improve
Security within the port requires that parale security efforts be undertaken in the rest of the
transportation and logitics network. 1f security improvements are limited to the ports, the result will
be to generate the “baloon effect’; i.e, pushing illiat activities horizontaly or verticaly into the
transportation and logigtics systems where there is a reduced chance of detection or interdiction.

(2) Port security initiatives must be harmonized within aregiond and internationa context. Unilaterd
efforts to tighten security within U.S. ports without commensurate efforts to improve security in the
ports of our neighbors will lead shipping companies and importersto “port-shop”; i.e., to move ther
business to other market-entry points where their goods are cleared more quickly. Thusthe result of
unilatera, stepped-up security within U.S. ports could well be to erode the comptitive position of
important America ports while the locus of the security risk Smply shifts outside of our reech to
Canada, Mexico, or the Caribbean to ports such as Halifax, Montreal, Vancouver, and Freeport.

(3) Since U.S. ports are among America s mogt critical infrastructure, they should not be viewed asa
primary line of defense in an effort to protect the U.S. homeland. Itisonly asalast resort that we
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should be looking to intercept a ship or container that has been co-opted by terroristsisin abusy,
congested, and commercialy vital seaport.

The bottom line is that while we must put our own house in order, the maritime dimension of
the homeland security challenge cannot be achieved at home. It isthe internationd trade corridors
that must be secure, not just the off-ramps that bring trade to our shores. S.1214 recognizes this by
including a chapter for internationd port security. But most generd cargo does not originaein a
port—it starts much further upstream necessitating the need to move toward point of origin controls,
supported by a concentric series of checks built into the system at points of transshipment (transfer of
cargo from one conveyance to another) and at points of arrival.

A common set of slandard security practices to govern the loading and movement of cargo
throughout the supply chain must be developed. The god isto ensure that an authorized shipper
knows precisdy what isin a shipment destined for U.S. shores and can report those contents
accurately. A second objective is to ensure the electronic documentation that goes with the shipment
is complete, accurate and secure against computer hackers. A third objective is to reduce the risk of
the shipment being intercepted and compromised in trangit.

Thislast objective is best achieved by advancing the means for near-red time trangparency of
trade and travel flows through technologies that can track the movement of cargo and conveyances
and which can detect when freight may have been tampered with. Such asystem idedlly createsa
deterrence for criminals or terrorists to try and intercept and compromise shipmentsin trangt. Grester
trangparency aso enhances the ahility for enforcement officids to quickly act on intdligence of a
compromise when they receive it by dlowing them to pinpoint the suspected freight. The importance
of providing the means for intelligence-driven targeting cannot be overstated. The sheer number of
travelers and volume of trade adong with the possibility of interna conspiracy even among companies
and transporters who are deemed low-risk makes critical the ongoing collection of good intelligence
about potential breechesin security. But, that intdligenceis practicdly usdessif it hepsonly to
perform a post-attack autopsy. Mandating “in-trangt accountability and vishility” would provide
authorities with the means to detect, track, and intercept threats once they receive an intelligence dert,
long before a dangerous shipment entered a U.S. seaport.

S.1214 provides atoehold to advance such a comprehensive approach under section 115,
“mandatory advanced e ectronic information for cargo and passengers and other improved customs
reporting procedures’; section 118, “research and development for crime and terrorism prevention and
detection technology”; and section 207, “enhanced cargo identification and tracking.” If dl these
sections along with a section 108, “internationa port security,” could be refined to take amore
comprehensve systems approach and could be effectively put on steroids during the conference
committee process, the Port and Maritime Security Act of 2001 would truly represent a substantia step
forward in what promises to be along and difficult war on globa terrorism.
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Building a credible system for detecting and intercepting terrorists who seek to exploit or
target our seaports and international transport networks would go along way towards containing the
disruption potentia of a catastrophic terrorist act. A credible system would not necessarily have to be
perfect, but it would need to be good enough so that when an attack does occur, the public deemsiit
to be as aresult of acorrectible fault in security rather than an absence of security.

Ultimately getting segport security right must not be about fortifying our nation at the water’s
edge to fend off terrorists.  Instead, its am must be to identify and take the necessary stepsto
preserve the flow of trade and trave that dlows the United States to remain an open, prosperous,
free, and globdly-engaged society.



